
 
 

  
Scam Alert – Beware Of Emails Claiming To Be From Big Online Retailer 

 

As the world's largest online retailer, it's not 
surprising that Amazon is a big favorite of 
scammers. They masquerade as Amazon in an 
attempt to lure people into opening emails and 
replying with account details and other personal 
information. This information can then be used 
for identity theft.  
 
A wide variety of phishing scams fall into this 
category and most appeal to either greed or fear. 
For example, the email may claim that you will 
get a free Amazon coupon or gift card in 
exchange for simply filling out a brief survey. Or 
the email may purport to be from Amazon's 
security department, claiming it's received a 
password reset request from an unrecognized 
device; you are told to follow a verification 
procedure in an attached file to protect your 
account.  
 
If you receive one of these emails, do not open any attachments or click any links that it 
contains. Emails from the actual Amazon company will never ask you for personal information. 
Visit this link for more details.  
 

http://www.amazon.com/gp/help/customer/display.html?nodeId=15835501

